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Contractor Confirmation and Acceptance:
‘Contactoragrees o fumish and deliver all tensorperform al he servis set orth or aherwise identified herein.
“herights and obligations ofthe partie to tis Purchase Order shall be subject0and governedby the llowingdocuments: (a his purchase onde, (b) the solcationifany, and (©) such provisions presentations, cerifcations,
nd specications,as artached or incorporated by reference herein,

Nicole Berger, VP Operations
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SECTION B - SUPPLIES OR SERVICES AND PRICES/COSTS

SafeGraph U.S. Core Place Daa: P

Tracking including locations, latitude, longitude,
names, addresses, category, hoursof operation.
phone numbers, and brand associationforpoints
ofinterest where people spend time or money, and
NAICS codes on pointsofinferest

“This line item includes an initial dat set at
Purchase Order Award, representing 85% ofthe
overall anticipated data to be provided o the
Government over the lfof thepurchaseorder, as
well as weekly and/or monthly revisions for the
period of04/16/2021 - 04/15/2022,

“This line item may be treated a a supply and
invoiced upon Purchase Order award.

“This i a Severable Fixed Price Line lem.

PeriodofPerformance: 04/16/2021 - 04/152022

esr ee
Tracking patternofplace traffic. Visitors and
Visits 0 points ofinerest, 8. how often people
visitand how long they stay.
“This line itemincludesan initiadat set at
Purchase Order Award, representing 85% ofthe
overall anticipated data to be provided to the
Government over th if of thepurchaseorder, as
well as weekly and/or monthly revisions for the
period of04/16/2021 - 04/15/2022.

“This line item maybe treateda a supply and
invoiced upon Purchase Order award.

“Thisi a Severable Fed Price Line lem.

PeriodofPerformance: 04/16.2021 - 04/15/2022
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0003|SafeGraph Neighborhood Patterns Data: Thor

Place foottraffc and demographic aggregations.
that answer how often people visit, where they
came from, where se they go, and more;
including home dwelling time, neighborhood
pattems mobility. State Census block ageregtion.

“This line itemincludesan initial dat set at
Purchase Order Award, representing 85% ofthe
overall anticipated data to be provided o the
Government over the lifof thepurchaseorder, as
well as weekly and/or monthly revisions for the
period of04/16/2021- 04/15/2022.
“This line item may be treated a a supply and
invoiced upon Purchase Order award.

“This i a Severable Fixed Price Line Item.

PeriodofPerformance: 04/16/2021 - 04/152022
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Section C - Statement of Work

“Title: Detailed Mobility Data about Points of Interest to Support CDC's COVID-19 Emergency Response

C.1 Background:

“The Centers for Discase Control and Prevention (CDC)i currently tracking mobility trends in CDC's COVID Data
jacket using data provided in-kind through Data Use Agreements whichwill expire on March 31%, 2021. CDC

as interest in continued access to mobility data fo internal CDC users to support the COVID-19emergency
response and other agency public health priorities. CDC wil share summary reports, tables, and figures ofanalyzed
mobility data with other federal, tate, local, territorial, and tribal govemmental partners, non-governmental
organizations, and the general publias needed to disseminate key information to stakeholders and the scientific
community

This acquisition will provide CDC with the necessary daa to continue critical emergency response functions elated
to evaluating th impactofvisis to key points ofinteres,stayathome orders, closures, re-openings and other
public heath communications related fo mask mandate, and other emerging research areas on community
Iransmissionof SARS-CoV-2. Mobility data ar derived from the locaton ofcell phones at various points in time
and aggregated over time or geography or both to create various metrics hat have been or willbe used by CDC.
Specifically, CDC intends0use exclusive mobility data and services acquired through this acquisition 01) assess
spatiotemporal trendsofpopulation mobility in the United States during the COVID-19 pandemic to evaluat the
impacts of dwell time-at-home; 2) assess home-by-hou behaviors (i. curfew analysis) by exploring the
percentageofmobile devices at home during a specific period oftime; 3) providegranulardata st the GPS level
around custom industries (i. casinos or supermarkets); 4) integrate with other daa to provide a comprehensive
pictureofmovementiravelofpersons during the COVID-19 pandemic to better understand mandatory stay-at-home.
orders, business closure, school re-openings, and othernon-pharmaceutical interventions in states and cities; and 5)
monitor travel to vaccine distribution pointsofinterest such as pharmacies.

CDC also plans 10 use mobility data and services acquired through this acquisition t support non-COVID-19.
programmaic areas and public heal priorities across the agency, including but no imited 0 traveltoparks and
reenspaces, physica activity and mode of travel, and population migration before, during. and afer natural
disasters. The mobility data obtained under this contract will be available for CDC agency-wide use and will
support numerous CDC priorities. Sec section C.6 for a summaryofpotential use cases.

CDC seeks to acquire detailed and agaregated Core Places, Weekly Patterns, and Neighborhood Patterns mobility
data. Core Places includes informationon latitude, longitude, adress, business hours, and other metadata that can
be compared by hour, weekday, and weekend for 6.4 million points of interest (PO) across the United States
where people spend time or money. Weekly Patterns includes aggregated trafic and demographic datafor 4.4.
million POIs that measure how often people visi, how long they say, where they came from,andwhere else they
80. Neighborhood Patterns includes similar information as Weekly Patterns but aggregated at the census block
group level. These data are unique 0 this vendor and provide additonal insights into persons” movement during
public health emergencies and non-emergency situations. These data shouldbeprovided to CDC monthly with
weekly pattems data provided weekly. Data should be anonymized and never linked o Personally Identifiable
Information (PH) and available at the Census Block Group. GPS level and agregate level data are both available
for analyses. CDC will need 1 explore mobility dat to bette understand home dwelling time, weekly patterns of
travel from home to work and other locations, travel 10 and around special events and holidays, and neighborhood
patterns around pointsofineres.

€2 Purpose:

“The purpose ofthis acquisition is for CDC to abla routine (i... weekly and monthly) acces to timely (ic, latency
no greater than 7 days from collection), geographically representative (i. derived from at leat 35 millon daily
active cellphone users per day across the United States) mobility data with over $53,000 public locationsofwhich
people visited cach day. These data will support the COVID-19 pandemic emergency response andother CDC



© USS. geography at Census Block Group

© Neighborhoodpattems mobility
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C.6 Potential CDC Use Cases for Data:
1. Implementation and cancellation of community mitigation measures and itsimpacton case and ftality

fe.
2. Impact ofstate limitations on close person-to-person contacts outside the household: comparing gathering,

density in 2019 and 2020,
3. The effetoflarge-scale anti-contagion policies on the COVID-19 pandemic
4. Analysisofbar and restaurant closure dataset compared to COVID-19 incidence and death rats.
5. Examinationof volumeof mobile phones grouped in proximity cach month and compare 2019 to 2020 data

to sce the impactofthese orders. Project how mich worse things would have been without the bans.
6. Developinga clearer pictur of IHE openings on mability and COVID-19 case incidence, ¢.¢. comparing

arcas with and without college campuses before and after e-openings.
7. Follow shifts in school decisions over time and its potential on student mobility and potential ines.
S. Track pattemsof those visiting K-12 schools by the school and compare to 2019; compare with epi metrics
ifpossible.

9. Hot spot detection - counts with more mobile residents more likely to be detected a hotspot counties
10. Predictionof hot spot counties due o influxofpersons from nearby hot spots
1. Monitoring adherence to state-level policis0quarantine afer arrival from another sate
12. Examination ofthe effectiveness ofpublic policy on Navajo nation.
13. Examination ofCOVID-19 vaccination rats, mabily, andincidenceseroprevalence% positivity, ec. at

thecountyorsub-county level (his couldalsobeapplied o lu and mask use)
14. Examinationof the correlationof mobility paterns data and ise in COVID-19 cases:

a. Schools (K-12) opening losingre-opening
b. Shelier in Place Orders
. Social distancing messures(local regional)
d. Mass gatherings (Concert, Games, Placesofworship etc

Public transit stations
© Major destinations (retail, grocery sores, parks ec.) correlated with COVID infection waves (2%,

34, ec)
NationalShelter Datafordisasters

1h. Movement restrictions (Border closures, inter-regional and nigh curfews) and pattems
i. Movement restrictions (Border closures, inter-regional and nigh curfews)toshow compliance

15. Examinationofmobility data for tracking school closures such as school bus routes and cll phone data
around institutesofhigher education around events ike spring break.

a. County, weekly numberof visits 0K to12schoolsas a dataset that could feed into other reports
b. Comparewith previousyear asbaseline

Could help supplement the situation awareness dat for K-12 and IHE
16. Assess movement in and outofcounties during periodsofnatural disasters 0 assist with planing and

distribution of COVID resources to evacuation areas
17. Research pointsof interestsuchas visits to pharmacies in vaccine distribution plan of grocery sores
18. Exposure to place-based environmental exposures, like places with high ar pollution and area-level

incidenceofpolution-related outcomes like asthma,
19. Research pointsof interes for physical activity and chronic disease prevention such asvisitsto parks,

zyms, or weight management businesses
20. Creation ofuser-defined queries and metricsofpopulation mobility such as infering modeoftransport

(e: walking, biking)
21. Exposuretocertain building types, urban areas, and violence

C5 IT Security and Privacy Considerations:
A. Baseline Security Requirements
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1) Applicability. The requirements herein apply whether the entire oniract ororder (hereafer contrac”) o portion
thereof, includescther or bothofthe folowing:

a. Access (Physical or Logical) to Government Information: A Contractor (andor any subcontractor)
‘employee will have or wil be given the ability to have, routine physica (entry) or logical (electronic) access 0
goverment information

b. Operatea Federal System Containing Informations A Contractor (and/or any subcontractor) employee
willoperate federal system and information technology containing data that supports the HHS mission. In addition
to the Federal Acquistion Regulation (FAR) Subpart 2.1 definition of“information technology” (IT), the term as
used inthis section includes computes, ancillry equipment including imaging peripheral, input, output, and
storage devices necessary for security and surveillance), peripheral equipment designed to be controled by the
central processing unit ofa computer, software, firmware and similar procedures, services (including support
services), and related resources.
2) Safeguarding Informationand Information Systems. In accordance with the Federal Information Processing.
StandardsPublication (FIPS)199, Standards for Security Categorization ofFederal Information and Information
Systems, the Contactor andlor any subcontractor) shall:

a. Protect government information and information systems in ordertoensure:
+ Confidentiality, which means preserving authorized restrictions on access and disclosure, based

on the sccurity terms found in this contact, including means forprotecting personal privacy and
proprietary information:

« Inteity, which means guarding against improper information modificationordestruction, and
ensuring information non-epudiation and authenticity; and

+ Availability, which means ensuring timely and reliable acess 10 and use ofinformation.
b. Provide securityfor any Contractor systems, and information contained therein, connected 0an HHS

network or operated by the Contractoron behalfofHHS regardlessoflocation. In addition,ifnew or unanticipated
threats or hazards ar discovered by ithe the agency or contractor, orifexisting safeguards have ceased to
function the discoverer shall immediately, within one (1) houror és, bring the situation to the attentionofthe
other pary.

. Adopt and implement the policies, procedures, controls, and standards required by the HHI Information
Security Program to ensure the confidentiality integrity, and availablityofgovernment information and
‘goverment information systemsfor which the Contractor is responsible under this contrac o to which the
‘Contractormayotherwisehave access under this contract, Obtain the HHS Information Securit Program security
requirements, outlined in the HHS Information Security and PrivacyPolicy (IS2P), by contacting the CO/COR or
emailing fismaabhs gov.

& Comply with the Privacy Act requirements and tailor FAR clauses a needed.
3) Information Security Categorization. In accordance with FIPS199and National InstituteofStandards and
Technology (NIST) Special Publication (SP) 800-60, Volume Ii: Appendices to Guide for Mapping Types of
Information and Information SystemstoSecurity Categorie, Appendix C, and based on information provided by the
150, CISO, or other security representative, the isk level for cach Security Objective and the Overall Risk Level,
which is the highest watermarkofthe three factors (Confidentiality, Integrity, and Availability)ofthe information or
information system are the following:

Confidentiality: [X] Low [ ] Moderate [] High

Inteity: Low [X] Moderate] High
Availability: (X ] Low[ ] Moderate] High
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Overall Risk Level: [X ]Low [] Moderate] High
Basedon informationprovidedby the ISS0, Privacy Office, system/data owner,orother securityorprivacy
representative it has been determined tha this solicitation/contract involves:

IX) No PII] Yes PII
4) Personally Identifiable Information (PID. Per the Officeof Management and Budget (OMB) Circular A-130, “PII
is information that can be usd to distinguish or race an individual's identity. ithe alone or when combined with
other information that is linked o linkable 10a specific individual.” ExamplesofPII include,butare not limited to
the following: social security number, date and placeofbirth, mother's maiden name, biometric records, et.
PII Confidentiality Impact Levelhasbeendeterminedtobe: [X ] Low[ ] Moderate [| High.
3) Controlled Unclassified Information (CU). CUI is defined as “information tht laws, regulations, or
Government-wide policies require to have safeguardingo dissemination controls, excluding classified information.”
“The Contractor (andor any subcontractor) must comply with Exceutive Order 13556, Controlled Unclassified
Information, (implemented at 32 CFR,part 2002) when handling CUL 32 C.F.R. 2002.4(aa) As implemented the
term “handling” refers to *...any useofCU including but not limited to marking, safeguarding, transporting,
disseminating, re-using, anddisposingofthe information.” $1 Fed. Reg. 63323. All sensitive information that has
been identified as CUIby aregulation or statute, handled by ths soicitaton/contract, shall be:

a marked appropriately;
b. disclosed 0 authorized personnel ona Need-To-Know basis;
. protected in accordance with NIST SP 800-53, Security and Privacy ControlsforFederal Information

Systems and Organizations applicable baselineifhandled by a Contractor system operated on behalfofthe agency,
oF NIST SP 800-171,ProtcctingControlled Unclassified Information in Nonfederal Information Systems and
‘Organizations ifhandledby internal Contractor system; and

retuned to HHS control, destroyed when no longer needed, orheld until otherwise directed. Destruction
ofinformation andor data shall be accomplished in accordance with NIST SP 800-88, Guidelines for Media
Sanitization.
6) ProtectionofSensitive Information. For security purposes, information i of maybesensitive because it requires
security to protet its confidentiality, integrity, and/or availability.TheContractor (and/or any subcontractor) shall
protect all goverment information that is or may be sensitive in accordance with OMB Memorandum M-06-16,
ProtectionofSensitive Agency Information by securing it with a FIPS 140-2 validated solution.
7) Confidentiality and Nondisclosure of Information. Any information provided to the contractor (and/or any.
subcontractor) by HHSo collcted by the contactor on behalfofHHS shall be used only for the purpose of
carrying out the provisionsofthis contract and shallnotbe disclosedormade known in any manner 0 any persons
‘except as may be necessary in the performanceofthe contract. The Contractor assumes responsibilty for protection
ofthe confidentialityofGovernment records and shall ensure that allworkperformed by ts employees and
subcontractors shal be under the supervisionofthe Contractor. Each Contractor employeeoranyof ts
subcontractors 10 whom any HHS records may be made avaible or disclosed shall be notified in writing by the
‘Contractor that information disclosed to such employe or subcontractor can be used only fo that purpose and to the
extent authorized herein.
“The confidentiality, integrity, and availabilityof such information shallbeprotected in accordance with HHS and
[CDC] policies. Unauthorized disclosure ofinformation will be subject 0 the HHS[[CDC] sanction policies andor
governed by the following laws and regulations:

a. 18 US.C. 641 (Criminal Code: Public Money, Property or Records);
b. 18 US.C. 1905 (Criminal Code: DisclosureofConfidential Information); and
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44 U.S.C. Chapter 35, Subchapter (Paperwork Reduction Act).
8) Intemet Protocol Version6 (IPV6).All procurements using Internet Protocol shall comply with OMB
Memorandum M-05-22, Transition Planning fo Intemet Protocol Version6(IPV6).
9) Government Websites. All new and existing publi-facing government websites must be securely configured with
Hypertext Transfer Protocol Secure (HTTPS) using the most recent versionof Transport Layer Security (TLS). In
addition, HTTPS shall enable HTTP Strict Transport Security (HSTS) to instruct compliant browsers 0 assume.
HTTPS at all times o reduc the numberof insecure redirects and protect against attacks that atiemp to downgrade
‘connectionsto plain HTTP. For intemal-facing website, the HTTPS is no required, but it is highly recommended.
10) Contract Documentation. TheContractor shall use provided templates, palices, forms and other agency
documents to comply with contract deliverables as appropriate.
11) Standard for Encryption. The Contractor andor any subcontractor) shal:

a. Comply with the HHS Standsrd for Encryptionof Computing Devices and Information to prevent
umauthorized access to govemment information.

b. Encrypt all sensitive federal data and information (ic. PII, protected health information [PHI],
proprietary information, etc.) in transit i. email, network connections,etc.)and at ret i.., servers, storage
devices, mobile devices, backup media, etc.) with FIPS 140-2 validated encryption solution.

Secure all devices (..: desktops, laptops, mobile devices, ec) that store and process government
information and ensure devices meet HHS and CDC-specific ncrypion standard requirements. Maintain a complete
‘and current inventory ofa laptop computers, deskiop computers, and other mobile devices and portable media that
store or process sensitive government information (including PI).

d. Veriy that the encryption solutions in use have been validated under the Cryptographic Module
Validation Program to confirm compliance with FIPS 140-2. The Contractor shall provide a writen copyofthe
validation documentation to the COR.

Use the Key Management system on the HHS personal identification verification (PIV) card or establish
and use a key recovery mechanism to ensure th ability for authorized personnel toencryptdecrypt information and
recover encrypion keys. Encryption keys shallbe providedto CDC Office ofChief Information Security Officer
(0CIS0),
12) Contractor Non-Disclosure Agreement (NDA). Each Contractor (andor any subcontractor) employee having.
access 10 non-public government information under thi contract shall complete the CDC non-disclosure agreement,
as applicable. A copyofcach signed and witnessed NDA shallbesubmitted to the Contracting Officer (CO) andor
CO Representative (COR) prior to performing any work under this acquisition.
13) Privacy Threshold Analysis (PTAY Privacy Impact Assessment (PLA) - The Contractor shall assist the CDC
Senior Official for Privacy (SOP)ordesignee with conductinga PTA for the information system andlor information
handled under his contract in accordance with HHS policy and OMB M-03-22, Guidance fo Implementing the
Privacy Provisions ofthe E-Government Actof 2002

a. The Contractor shall assist the CDC SOPordesigne in reviewing the PIA at least every three years
throughout th system development lifecycle (SDLC information lifecycle, or when determined by the CDC SOP
that review is required based on amajor change to the system (¢., new usesof information collected, changes
the way information i shared or disclosed and for what purpose, or when new types ofPI are collected that could
introduce new or increased privacy isks), whichever comes first.
B. Training
1) Mandatory Training for All Contractor Staff. All Contractor andor any subcontractor) employees assigned to
work on this contract shall complete the applicable HHS/CDC ContractorInformation Security Awareness, Privacy,
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and Records Management raining (provided upon coniract award) before performing any work under this contract
‘Thereafter the employees shall complete CDC Security Awareness Training (SAT), Privacy, and Records
Management raining at leat annually, durin the lieof tis contract. All provided training shalbecompliant with
HHS training policies.
2) Role-based Training. All Contractor (and/or any subcontractor) employees with significant security
responsibiiies (as determined by the program manager) mst complet role-based raining (RBT) within 60 days of
assuming their new responsibilities Thereafe, they shall complete RBT at last annually in accordance with HHS
policy and the HHS Role-BasedTraining (RBT)ofPersonnel with Significant Security Responsibilities
Memorandum,
AIL HHS employees and contractors with SSR who have not completed the required traning within the mandated
timeframes shall have ther use accounts disableduntil theyhavemettheir RBT requirement
3) Training Records. The Contractor (and/or any subcontractor)shallmaintain traning records for all its employees
working under this contact in accordance with HHS policy. A copy ofthe taining records shallbeprovided to the
COandlorCOR within30days after contract award and annually thereafterorupon request.
C. RulesofBehavior
1)The Contractor (andor any subcontractor) shall ensure that al employees performing on the contract comply with
the HHS Information Technology General RulesofBehavior.
2) All Contractor employees performing on the contract must read and adhere to the Rules of Behavior before
‘accessing Department data orother information, systems, and/or networks that soreprocess government
information, initiallya the beginning ofthe contract and at least annually thereafter which maybedone as part of
annual CDC Security Awareness Training. Ifthe training is provided by the contractor, the signed ROB must be:
provided as a separate deliverable 0 the CO andor CORperdefined timelines above.
D. Incident Response
FISMA defines an incidenta “an occurrence that (1) actually or imminently jeopardizes, without lawful authority,
the integrity, confidentiality,o availabiltyof informationoran information system or (2) constitutesaviolation or
imminent threatof violationoflaw, security policies, security procedures,o acceptable use polices. The HHS
Policy fo IT Sceurity and Privacy Incident Reporting and Response furtherdefines incidents as events involving.
cybersecurity and privacy threats, such asviruses, malicious user activity,lossof, unauthorized disclosure or
destructionofdata, and so on.
A privacy breachi typeof incident and i defined by Federal Information Security Modemization Act (FISMA)
asthe lossof control, compromise, unauthorized disclosure, unauthorized acquisition, or any similar occurrence.
where (1) a person other than an authorized user accessesorpotentially accesses personaly identifiable information
or (2) an authorized use accesses or potentially accesses personally identifiable information for an other than
authorized purpose.
OMB Memorandum M-17-12, “Preparing for and Responding to a Breachof Personally Identifiable Information”
(03 January 2017) states:

Definition ofan Incident:
An occurrence that(1) actually or imminently jeopardizes, without lawful suthoriy, the integrity, confidentiality, or
‘availabilityof informationor an information system; or 2) constitutesaviolation of imminent threatof violation of
law, security polices, security procedures, or aceeplabe use policies.
Definition ofa Breach:
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“The losofcontrol, compromise, unauthorized disclosure, unauihorized acquisition, or any similar occurrence where
(1apersonotherthanan authorized user accessesorpotentially accesses personally identifiable informationor(2)
an authorizeduser cesses or potentially accesses personaly identifiable information for an other than authorized
purpose.
Ifurtheradds:
A breachi not limited to an occurrence wherea person other than an authorized usr potentially accesses PII by
meansof a network intrusion, targeted atack that exploits website vulnerabilities, or an attack exceuted through an
email messageorattachment. A breach may also include the loss or theft ofphysical documents that include PII and
portable electronic storage media that sore PI, the inadvertent disclosure of PII on a public website,or an oral
disclosure of PII to person who is not authorized to receive that information. It may also include an authorized user
accessing PII for an other than authorized purpose.
“The HHS Policy for IT Security and Privacy Incident Reporting and Response further definesabreachas“a
suspected or confirmed incident involving PII"

‘Contractswith entities that collect, maintain,us,oroperate Federal informationorinformationsystemsonbehalf of
CDC shall include the following requiremenis:
1)The contractor shall cooperate with and exchange information with CDC officials, as deemed necessary by the
CDC Breach Response Team, 0 report and manage a suspected or confirmed breach
2) All contractors and subcontractors shal properly encrypt PII in accordance with OMB Circular A-130 and other
applicable policies, including CDC-specifc policies, and comply with HHS-specific policies for protectingPIL. To
this end, all contractors and subcontractors shall protect all sensitive information, including any PII created, stored,
or transmitted in the performanceofthis contracts0a to avoid a secondary sensitive information incident with
FIPS 140-2 validated encryption.
3)All contractors and subcontractors shal participate in regular training on how to identify and reportabreach.
4) Al contractors and subcontractors shall report a suspected o confirmed breach in any medium ss soon as
possible and no later than | hour ofdiscovery, consistent with applicable CDC IT acquisitions guidance, HHS/CDC
and incident management policy, and United States Computer Emergency Readiness Team (US-CERT) notification
idelines. To this end, the Contractor (and/or any subcontractor) shall respond o all alerts Indicators of
Compromise (10CS) provided by HHS Computer Security Incident Response Center (CSIRC) or CDC Computer
Incident Response Team (CSIRT) within 24 hours viaemailat esin@ede.gov or telephone at 866-655-2245,
whether the response ispositiveor negative.
5) All contractors and subcontractors shal be able to determine what Federal information was or could have been
‘accessed and by whom, consructatimeline ofuser activity, determine methods and techniques used to access
Federal information, and identify the initial atack vector.
6)All contractors and subcontractors shal allowforan inspection, investigation, forensic analysis, and any other
action necessary 0 ensure compliance with HHS/CDC Policy and the HHS(CDC Breach Response Plan and to
assist with responding to. breach,
7) Cloud service providers shall use guidance provided inthe FedRAMP Incident Communications Procedures
when deciding when to report directly to US-CERT fist or notify CDC frst.
8) Identify roles and responsibilities, in accordance with HHS/CDC Breach Response Policy and the HHS/CDC
Breach Response Plan. To this end, the Contractor shall NOT notify affected individuals unless anduntilso
instructed by th Contracting Officerordesignated representative. Ifso instructed bythe Contracting Officer or
representative, all notifications must be pre-approved by the appropriate CDC officials, consistent with HHSCDC
Breach Response Plan, and the Contractor shal then send CDC- approved notifications (0 affected individuals; and,
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contract. All information systems development or enhancement tasks supported by the contractor shall follow the

Security Considerations in the System Development Life Cycle, at a minimum, for system development and provide:

onl,
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4) Notification. TheContractor (andor any subcontractor) shall noify the CO andor COR and system ISSO before
an employee stops working under this contract,
5) Contractor Responsibilities Upon Physical Completionofthe Contract. The contractor (andlorany.
subcontractor) shall retun all goverment information and IT resources ic. govemment information in non-
govermentowned systems, media, and backup systems) acquired durinthe ermofthis contract0the CO andor
‘COR. Additionally, the Coniractor shal provideacertification that al goverment informationhasbeen properly
sanitized and purged from Contractor-owned systems, including backup systems and media used during contract
performance, in accordance with HHS andor CDC policies.
6) The Contractor (andor any subcontractor) shall perform and document the actions identified in the CDC Out-
Processing Checklist (hp: intranet cde. gov/odberm pdfihrOut_Processing.Checklist pd) when an employee
terminates work under this contract. All documentation shall be made availabe t the CO and/or COR upon request.
H. Records Management and Retention
“The Contractor (andor any subcontractor) shall maintain al information in accordance with ExccutiveOrder 13556
—Controlled Unclassified Information, National Archives and Records Administration (NARA) records retention
policies and schedules and HHS policis and shall not dispose ofany records unless authorized by HHS.
Intheeventthat acontractor (andor any subcontractor) accidentally disposes ofor destroysrecordwithout proper
authorization, i shall be documented and reported as an incident in accordance with HHS policies.



75D30121P10791
Page 15of35

Section D - Contract Administration Data

D.1 CDCO.GOOS Contracting Officer's Representative (COR) (Jul 2017)
Performanceofthe work hereunder shal be subject 0 the technical direction ofthe designated COR fo tis
contract.

As used herein, technical directions ar directions0the Contractor which fll in details, suggests possible lines
ofinguiry, or otherwise completes the general scopeofwork se forth herein. These technical directions must be
within the general scope ofwork, and may not aler thescopeofworkorcause changesofsuchanature 2s 0
justify an adjustment in the sated contrat price/cost,orany stated limitation thereof.
Inthe event tha the Contractor believes full implementationof any ofthese directions may exceed the scopeof the
contact, he or she shall notify the originatorofthe technical direction and the Contracting Office, immediatly or
as s00n as posible, naeter o e-mail separateof any required repor(s). No technical direction, or its fulfillment,
shall alterorabrogate the rights and obligations fixed in this contract

“The Government COR is not authorized to change anyofthe terms and conditionsofthis contract, Contract changes.
shall be made only by the Contracting Officerby properly writen mdification(s) o th contract.

“The Goverment will provide the Contractor with a copyofthe COR delegation memorandum upon request.

D.2 CDCO.GOIS Payment by Electronic Funds Transfer (Feb 2018)

(8) The Govemment hall use electronic funds transfer tothe maximum extent posible when making payments
under this contract. FAR 52.232-33, Payment by Electronic Funds Transfer -System for Award Management, in
Section , requires the contractorto designate in writinga financial institution for receipt ofelectronic funds transfer
payments.
(6) Inthe case that EFT information is not within the System of Award Management, FAR 52.232-34 requires
mandatory submissionof Contractor's EFT information dieetly to the office designatedi this contract [0 receive
that information (hereafer: “designated office”); see below. Thecontractorshall submit the EFT information within
the fom titled “ACH VendorMiscellaneous Payment Enrollment Form”tothe address indicated below. Note: The
form is either attached to this contrat see Section J, List ofAttachments) or may be obtained by contacting the
Contracting Officerorthe CDC OfficeofFinancial Resources at 678-475-4510.

(€)1 cases where the contractor has previously provided such information, .., pursuant 0 aprior contractorder,
and been enrolled i the program, the form is not required unless the designated financial institution has changed.

(d) The completed form shall be mailed aftr award, bu no later than 14 calendar days before an invoice is
submitted, o the folowing address:
The Centers for Disease Control and Prevention
Office of Financial Resources (OFR)
P.O. Box 15580
Alana, GA 30333
Or Fax copy 0: 404-638-5342

D3 CDC42.0002 Evaluation of Contractor Performance Utilizing CPARS (Apr 2015)

In accordance with FAR 42.15, the Centers for Disease Control and Prevention (CDC) will review and evaluate
‘contract performance. FAR 42.1502 and 42.1503 requires agencies to prepare valuationsofconiractor
performance and submit them o the Past Performance Information Retrieval System (PPIRS). The CDC utilizes the
DepartmentofDefense (DOD) web-based Contractor Performance Assessment Reporting System (CPARS) to
prepare and report these contractor performance evaluations. All information contained in these assessments may be
used by the Goverment, within the limitationsof FAR 42.15, for future source selections in accordance with FAR
15.304 where pas performance is an evaluation factor.
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“The CPARS system requires a contactor representative tobe assigned so that the contractor has appropriate input
into the performance evaluation process. The CPARS contractor represeniative will be given access to CPARS and

willbegiven the opportunity to concur or not-coneur with performance evaluations before the evaluations are
‘complete. The CPARS contractor representative will also have the opportunity to add comments to performance
evaluations

“The assessment s not subject t the Disputes claus ofthe contrac, nor is i subject 10 appeal beyond the review and
‘comment procedures described in he guides on the CPARS website. Refer o: wuw.cpars gov for details and
additional information related to CPARS, CPARS user access, how contrac performance assessments are
‘conducted, and how Conlractors participate. Access and raining for al persons responsible for the preparation and
reviewofperformance assessments is also available at the CPARS website.

“The contractor must provide the CDC contracting office withthe name, e-mail address, and phone number oftheir
designated CPARS representative who will be responsible fo logging into CPARS and reviewing and commenting
‘on performance valuations. The conIFactr must MaintainaCUTent representative to serveas the contractor
representative in CPARS. Iti the contractor’ esponsibility to noify the CDC contracting office, in writin (letter
or email, when their CPARS representative information needs tbe changed or updated. Failure to maintain
current CPARS contractor representative information wil result in the lossof an opportunity to review and
‘comment on performance evaluations.

D.4 CDCA.GOOITnvoice Submission (March 2021)

(a) The Contractor shall submit the original contract invoice voucher in one ofthe following ways: 1)

mail, 2) facsimile, 3) email:

Mailing Address:

“The Centers for Disease Control and Prevention
OfficeofFinancial Resources (FR)
PO. Box 15580
Atlan, GA
30333

Fax: 4046385324

Email: cpbapin@edegov

NOTE: Submit onlyone Invoice in PDF format per attachment.

(b) Subject Line must contain the word “Invoice” Example: Subject: Invoice SAM12345 for ContractJADI01214 seseraeas
(©) The contentidetailsofth email must include the below information provided in the body ofthe emai:

+ ContractorPO Number:
+ Invoice Number:
«Amount
+ Vendor Name:

Only one invoicecanbesentto the mailbox with th above relevant details in the body (multiple invoices.
need10besent in multiple emails)

(d) The contractor shall submit 2 copies ofthe invoice tothe cognizantcontractingoffice previously identified
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inthis coma. hes noi copes shallbe adres the stnion ofthe Contacting Officer
(¢) Do not send Links, Zip Files,orDAT files containing PDF Invoices

(© The Contactors Elson [Bisatosubmit copyof cach voidil othe Contrcing
Oicrs Represent (COR) onsurinty wihSubmision fhComracingOTs

(©) In coondance with CFR art 1315 Pomp Pymen, CDC's Offsof Financial Resoures she
designated bili officfo th purposeofeermiing th payment du date under FAR 12.05

(8) The Contactor shal clea minim)he lowing information on acho:
(1) Conracor's Name& Address
(2) Contractor's Tax Identification Number (TIN)

(3) Purchase Order/Contract Number and Task Order Number,ifAppropriate:

(4) Invoice Number

5) tmvoice Date
(6) Contract Line ItemNumber and DescriptionofItem

(7) Quanity

(8) Unit rice & Extended Amounfor cach nim
Lo —
(10) Total AmountofInvoice:

(11) Name, title and telephone numberofperson to be notified in the event ofa defective invoice

(12) Payment Address,ifdifferent from the informationin (c)(1).

(13) DUNS+4 Number
(14) iconic funds ante (GFT) bakin nfo

For the tts ofinvlcs, please conc the OFR Servis de at affseviedeskdegov
NOTE: 1 your nsice hs suporing documens, plese coin he insise and supportin documents
2520 PO Th. Don subs he irvtes ands YPPoing documents sport,

D.5 CDCP.GU Contacting Ofer Ja 199)
6) The Contracting Officers the any individu who can lgally commit he Coven0 he expenditure of
public funds. No person other than he ConacingOe can aks any changes hems, conditions.
Een provisions, oohpains of thsconc.
(6) Noinformation, othr tanthat which aybesonsind in anathoriseddift thi onic,
ly ul th Conracing Ofc, which oa bs ec rom sny son cployed by the Ued
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States Government, or otherwise, shal be considered grounds for deviation from any stipulationof this
contact.

D.6 CDCP.GO10 Contract Communications Correspondence (Jul 1999)

‘The Contractor shal identify all correspondence, reports, and other data pertinent o this conract by imprinting
thereon the contract number rom Page |ofthe contract,
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Section E - Special Purchase Order Requirements

E.1 CDCONUS? Health Insurance Portability& Accountability Act of 1996 (Sep 2008)
Pursuant tthe Standards for PrivacyofIndividual Meniable Health Information promulgated unde he
Health Insurance Porabily snd Accountability Act (HIPAAYS CFR Pars160and 164). covered ots may
disclose protected helt information public eth authors. authorized by a to colleto receive such
informationfo the pups of Preventing or emroling disse py,ores, including. bu ot ted.
ihe repring ofdscase, jr ial vents sucha bith o death, andth conductofpublic health sureilancs.
public health investigations, and public hesth nerentions. The defnion ofa public eslth authoriyInchuds apersonorty acing undera grantofsuthoriy from or contract with such public gsney. The
Contractor i acing under contract withthe CDC to cay out Technical Suprt Service, which authorized byIeglation and therfore maybe consideredapublic health authority unde he Privacy Re.fo purposesofthis
reject Further, CDC consider ti 0b ivesngaton, for which discos ofpotted heath fomnation by
Covered enti is authorized by section 16451300) of he Privacy Rul (43 CFR 16451200)
£2 CDCO_HISS Health Information Technology Jun 2020)
Excautive Onder 13410 Promoting Quay and Efficient Health Cae in Feral Gocmment Administeredor
Sponsored Health Car Programs promotes afcent deliveryofquality health care through the useof ealth
information echnoloy ransparency regarding halt car quality and pie, and incentives fo promot the
Widespread adoptionofheal formation cchlogy and quality ofare. To support his objective the
‘ward shal adherefo th Following incroperably standards and requirement. For puposesof the
information deseibed herein, meroperablty 1s defined a he aby ofTw of TOR Stns oF APONTE 1
exchange information and to se the formation ht asbeen exchanged
Intcropeabilty of sath Information Technolgy
“This section apples to contracts that involve the exchange ofpubli health dats between public health
nite, CDC, and other federal agencies. Ths suppars the development and we of interoperable
information systems for public health functions ch as biosrvedlance, situational awareness, laboratorySencesor environmental health.
«Inaddintocomplying with HHS Standards or Security Configurations, HHS Sandards or

Encrypion Language, and Federal Lawes, Regulations and Standards related to 1 Securit, the
and i required meet recognized tcroperahily standardsas follows:

* The awardee shall use nationally adoptedPublicHealthInformationNetwork(PHIN)standardsat the
fieof the system plementation, aquisition. o upgrade, al relevant information schnologySystems supported. in whol ri par. through his coniract. Wher no PHIN standards exit he
‘ward shall liz recognized standards cuablishd by the Offic ofth National Coordinsor for
Healt Infomation Technology (ONC) as desribod nthe Nationwide lsat Information Neswork
NaHIN) sndrds

+ Tho awardee shal use PHIN alcics, standards, practice, and services inthe escarch and
implementationof ficent nd fctive public esl formation sys, olsincroperabily(he ably of two ormort sysfs or components o exchange information and osc
the information that has been exchanged) with public health organizations and networks, including
Nu

+ Where th awardee support r participates in heath informationordata exchange with disparate
enti, the awardee mst have an arhiceture that s compatible with he architecture of PHIN, where
appropri. I HIN standards do not ext,th awardee shal fr to NINstandards.

Public Healt Daa within Clnsal Healthcare
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“This section applies to contracts that involve the exchangeofpublic health data within the clinical
setting, such as hospitals and providers. This supports the exchangeofpublic health information,
including laboratory exchange data, between public health enities and healtheare systems.

«The awardee shall use healh IT investments, sucha electronic health records (EHRS), personalized
health records, and network components through which they operate and share information, that are
certifiedby a recognized certification board andlor validated and testedwith PHIN or NwHIN
certification to ensureaminimum levelofinteroperabilityorcompatibilityofheath IT products.

The awardee may use services avaiable from the Agency for Healtheare Research and Quality (AHRQ)
at www healthit ahr. gov. This link provides technical assistance, identifies challenges o health IT
‘adoption and use, and identifies solutions and best practices that have the potential {0 transform clinical
practice through the best and most effectiveuseof T.

+ Wherefeasible, the awardeeshallcollaborate with otherhealthcare iii,local quality
improvement organizations, and/or local medical societiesopromote the adoptionofcertified EHRs
in clinical provider setings

+ Where feasible, the awardee shal collaborate with other healthcare nities andor local hospital
associations to promote the adoption ofcertified EHRs in hospital stings.

The awardee shall identify public health entities that have a stake in the award and demonstrate
interactions with them to implement and promote the adoption of PHIN andior NwHIN data
exchange standards in support of federal heal initiatives (¢., situational awareness, EHR
Meaningful Use).

+ The awardee shall report on public health information exchange activities that include
partnerships with health information exchanges, othe public health parners, or any other
stakeholders within program report, progress reports, or as requestedby CDC.

E.3 CDC37.0001 Non-Personal Services (Jun 2020)
(a) Personal services shall not be performed under this contract. Although the Government may provide sporadic
or occasional instructions within the scopeofthe contract, the Contractor i responsible for control and supervision
ofits employees. I theContractor(including is employees) believes any Government action or communication has
en given that would createapersonal services relationship between the Government and any Contractor
‘employee, the Contractor shall promptly moti the Contracting Officeofthis communicationoraction.

(6) The contractor shall comply with, and ensure thir employees and subcontractorscomplywith, CDC Policy
titled “Contractor Identification and Safeguardingof Non-Public Information”. No Contractor employee shal hold
him orherselfout to be a Government employee, agent, or representative. No Contractor employee shal state orally
or in writing at any time that he o she is acting on behalfofthe Government. In all communications with third
parties in connection with this contact, Contractor employees shal identify themselves as Contractor employees
and specify the name ofthe company for which theywork. The contractor s limited to performing the services
identified in the contract statementofwork and shall not interpret any communication with anyone as apermissible
change in contract scope or as authorization o perform work not described in the contract. All contract changes will
be incorporatedby a modificationsignedbythe Contracting Officer

(©) The Contractor shall ensure that all ofits employees and subcontractor employees working on this contract are
informedofthe tems and conditions herein. The Contractor agrees that this is a non-personal services contract; and
that for all the purposesofthe contract, the Contractor is nt, nor shall it hold ise ou 0 be an agent or partner of,
or joint venture with, the Government. The Contractor shall noify it employees that they shall neither supervise.
nor accept supervision from Government employees. The substance ofth terms herein shall be included in all
subcontractsa any ter
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(©)The terms and conditions above do not limit the Government’ rights under otherterms of the contract,
including those related to the Governments right to inspect and accept or reject the services performed
under this contract

E.4 Priorities and Allocations Authority (HHS ACQUISITION ALERT 2020-10)

HHS reserves the right to exercise priorities and allocations authority with respect to this contact 0 include rating.
this oder in accordance with 45 CFR Part 101, Subpart AHealth Resources Priortics and Allocations System.

ES CDCA_H042 Records Management Obligations (Jun 2020)
A. Applicability
“The following applies 10 all Contractors whose employees create,work with,orotherwise handle Federal records, as
defined in Section B, regardless ofthe medium in whichth record exits.
B. Definitions
“Federal record” as defined in 44 U.S.C. § 3301, includes al recorded information, regardless of form or
characteristics, made or received bya Federal agency under Federal law or in connection with the transaction of
public business and preservedor sppropriae or preservation by that agency or its legitimate successorasevidence.
ofthe organization, functions, policies, decisions, procedures, operations, or other activitesofthe United States
‘Government or becauseof he informational valueofdata in them.
“The tem Federal record:

1. includes Centers for Discase Control and Prevention (CDC) records.

2. docs not include personal materials.

3. applies to records created, received, or maintained by Contractors pursuant to their CDC contract.

4. mayincludedeliverables anddocumentationassociated with deliverables.
C. Requirements

1. Contractor shall comply with ll applicable records management laws and regulations, as well as National
Archives and Records Administration (NARA) records policies, includingbutnot limited to the Federal
Records Act (44 U.S.C. chs. 21,29, 31, 33), NARA regulations at 36 CFR Chapter XII Subchapter B, and
those policies associated with the safeguarding ofrecords covered by the Pivacy Act of 1974 (3 USC.
5524). These policies include the preservationofall records, regardlessofform or characteristics, mode of
transmission, or stateofcompletion.

2. Inaccordance with 36 CFR 1222.32, all data crestedfor Government use and delivered 10, or falling under
the legal control of, the Government are Federal records subject 0 the provisionsof#4 U.S.C. chapters 21,

20,31,and 3, the Freedom of Information Act (FOIA) (5 U.S.C. 552), as amended, and the Privacy Act of
1974 (5 U.S.C. 552), a5 amended and must be managed and scheduledfordisposition only as permitted by
statute or regulation.

3. In accordance with 36 CFR 1222.32, Contactor shall maintain al records created for Government use or
created in the courseofperforming the contract andor delivered 0, or under the legal controlofthe
Government and must be managed in accordance with Federal law. Electronic records and associated
metadata must be accompanied by sufficient echnical documentation to permit understanding and use of
the records and data.



75D30121P10791
Page 220f35

4. CDC and its contractors are responsible for preventing the alienation or unauthorized destruction of
records, including all formsofmutilation. Records may not be removed from the legal custodyofCDC or
destroyed except for in accordance with the provisionsofthe agency records schedules and with the writen
concurrenceofthe Headofthe Contracting Activity. Willful and unlawful destruction, damageor
alienation of Federal records is subject t the fines and penalties imposed by 18 U.S.C. 2701. Inthe event
of any unlawfulo accidental removal, defacing, alteration or destructionofrecords, Contractor must
report to the Contracting Officer and the Contracting Officer's Representative. The agency must report
promptly to NARA in accordance with 36 CFR 1230.

5. “The Contractor shall immediately notify the appropriate Conlracting Officer upon discovery ofany
inadvertent or unauthorized disclosures of information, data, documentary materials, records or equipment.
Disclosureof non-public information i limited to aulhorized personnel with  need-to-know as described
in the contract. The Contractor shall ensure that the appropriate personnel, administrative, echnical, and
physical safeguards ae established to ensure the security and confidentiality ofthis information, data,
documentary material, records and/or equipment is properly protected. The Contractor shall not remove
material from Government facilities or systems, or facilities or systems operated or maintained on the
Government's behalf, without the express writen permission ofthe Head ofthe Contracting Activity.
When information, data, documentarymaterial, records andor equipment i no longer required, it shall be
retumed to CDC controlorthe Contractor must hold it until otherwise directed. tems returned to the
Government shallbe hand carried, mailed, emailed, oF securely electronically transmittedothe
Contracting Officeroraddress prescribed in the contract. Destructionofrecords is EXPRESSLY
PROHIBITED unless inaccordancewith Paragraph (4).

6. The Contractor is required to obain the Contracting Officer’ approval prior o engaging in any contractual
relationship (sub-contractor) in support ofths contract requiring the disclosure ofinformation,
documentary material andor records generated under,o relating to, contacts The Contractor (and any
sub-contractor) i required 10 abide by Government and CDC guidance for protecting sensitive, proprietary
information, classified, and controlled unclassified information.

7. The Contractor shal only use Government IT equipment for purposes specifically tied to o authorized by
the contract and in accordance with CDC policy.

S. The Contractor shall not crete or maintain any records containing any non-public CDC information that
are not specifically tid to orauthorized by the contract.

9. “The Contractor shall not retain, use, sel, ordisseminatecopiesofany deliverable that contains information
covered by the Privacy Actof 1974 or that which i gencrally protected from pubic disclosure by an
exemption to the Freedomof Information Act.

10. Training. All Contractor employees asigned o this contact who create, work with, o otherwise handle:
records are required 10 take CDC-provided records management taining. The Contractor is responsible for
confirming training has been completed accordingt agency polices, including initial training and any
annual or refresher taining

ID. Flowdown ofrequirements to subcontractors.

1. The Contractor shall incorporate the entire substanceofthe tems and conditions herein, including this
paragraph, inal subcontracts under this contrac, and must require written subcontractor acknowledgment
ofsame.

2. Violationby asubcontractorof any provision st forth herein will be atrbutedtothe Contractor.
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(3)52.204-25, Prohibition on Contractingfor Certain Telecommunications and Video Surveillance Services
or Equipment. (Aug 2020)(Section $89(a)(1)(A) of Pub. L. 115-232).

(4)52.209-10, Prohibition on Contracting with Inverted Domestic Corporations (Nov 2015).
(5)52.233:3, Protest After Award (Aug 1996) (31 US.C. 3553).
(6)52.233-4, Applicable Law for Breachof Contract Claim (Oct 2004) (Public Laws 10877 and 108-78(

19 U.S.C. 3805 note).
(6) The Contractor shall complywiththe FAR clauses in this paragraph (b) that the ContractingOfficer has

indicated as being incorporated in this contract by referencetoimplement provisionsof lw or Executive orders
applicable to acquisitions ofcommercial tems:

(Contacting Officer check as appropriate)
_(1)52:203-6, Restrictions on Subcontractor Sales to the Government (June 2020), with Alrernate (Oct

1995) (1 US.C. 4704 and 10 US.C. 2402).

__(2)52:203-13, Contractor Codeof Business Ethics and Conduct (Jun 2020) (41 US.C. 3509).
__(3)52.203-15, Whistleblower Protections under the American Recovery and Reinvestment Actof2009

(Jun 2010) (Section 1553 ofPub. L. 111-5). (Applies 0 contracts funded by the American Recovery and
Reinvestment Actof 2009.)

X (4) 52.204-10, Reporting Executive Compensation and First-Tier Subcontract Awards (Jun 2020) (Pub. L.
109-252) (31 US.C. 6101 note).

(3) [Reserved].
__(6)52.204-14, Service Contract Reporting Requirements (Oct 2016) (Pub. L. 111-117, section 743 of

Div. CY.

__(1)52.204-15, Service Contract Reporting Requirements for Indefinite-Delivery Contracts (Oct 2016)
(Pub. LTTH1-117, section 743ofDiv. C).

X (8) $2.209-6, Protecting the Government's Interest When Subcontracting with Contractors Debarred,
Suspended, or Proposed for Debarment. (Jun 2020) (31 U.S.C. 6101 note).

(9) 52.200:9, Updates ofPublicly Available Information Regarding Responsibility Maters (Oct 2018)
@1USC. 2313).

(10) Reserved]
(11) (0) 2219-3, NoticeofHUBZone Set-Aside o Sole-Source Award (Mar 2020) (15 U.S.C. 657a).

Gi) Altemate (Mar 2020)of $2219-3
(12) (7) 2219-4, NoticeofPrice Evaluation Preference for HUBZone Small Business Concerns (Mar

2020) if the offeror elects to waive the preference, it shall so indicat i tsoffer) (15 U.S.C. 657).
Gi) Allemate I (Mar 2020)of 52219-4

(13) Reserved)

(14)(0) 2219-6, NoticeofTotal Small Business Set-Aside (Nov 2020) (15 U.S.C. 644).

Gi) Alemate (Mar 2020)of $2.219-6.
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_(15).6) $2219-7, Notice ofPatal Small Business Set-Aside (Nov 2020) (15 US.C. 644).

Gi) Allemate | (Mar 2020)of 2219-7.
(16) 52219, Uslzation of Small Business Concerns (Oct 2018) (15 U.S.C. 6370)2)and G3).
(17)6) 52219-9, Small Business Subcontracting Plan (lun2020) (15 U.S.C. 6370)4).

Gi) Allemate | (Nov 2016) of $2210.9.
Gi) Alternate Il (Nov 2016)of 2219-9,
(iv) Altmate I un 2020)of 52.2199.

(4) Alermate IV (Jun 2020)of$2.219-9
(18) (0) 52.219-13, Noticof Set-Aside ofOrders (Mar 2020) (15 U.S.C. 644(0).

Gi) Allemate | (Mar 2020)of 2219-13.
(19) 2219-14, Limitations on Subcontracting (Mar 2020) (15 U.S.C. 637(2X14).
__ (20) 52219-16, Liquidated Damages-Subcontracting Plan (Jan 1999) (15 U.S.C. 6370)4)FY).
(21) $2219.27, NoticeofService-Dissbled Veteran-Owned Small Business Set-Aside (Mar 2020)

(15USC. 6570,
X (22) 0) 2219-25, Post Award Small Business Program Rerepreseniation (Nov 2020)

(15 USC. 6328).
Gi) Allemate | (MAR 2020)of 52.219:25.

_(23)52219.29, Noticeof Set-Aside foro Sole Source Award 10, Economically Disadvantaged Women-
‘Owned Small Business Concens (Mar 2020) (15 U.S.C. 637m).

(24) $2219:30, NoticeofSet-Asidefor or Sole Source Award to, Women-Owned Small Business
‘Concerns Eligible Under the Women-Owned Small Business Program (Mar2020) (15 U.S.C. 637m).

(25) 52219:32, Onder Issued Dircetly Under Stall Business Reserves (Mar 2020) (15 U.S.C. 6440).
__(26)52219:33, Nonmanufacturer Rule (Mar 2020)(15U.5.C. 63717).
X(27) 522223, Conve Labor (1un 2003) (E.1175).
(28) 52222119, Child Labar-Cooperatonwith Authorities and Remedies (n2020) (E.0.13126).
X (29) $2222:21, Prohibition ofSegregated Facilites (Apr 2015)
X (30) i) 2222-26, Equal Opportunity (S¢p 2016) (E0.11246).

Gi) Altemate| (Feb 1999)of 2222-26.
X (31)0) 2222-35, Equal Opporunity forVeterans (un 2020) (38 U.S.C. 4212),

Gi) Altemate|(0ul 2014) of $2222.35.
X (32) $2222.36, Equal Opportunity for Workers with Disabilities (un 2020) (29 US.C. 793).

Gi) Allemate 1 (0ul 2014) of $2222.36.
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X (33) 2222.37, Employment Reports on Veterans Jun 2020) (8 US C. 4212).
(34) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act (Dec 2010)

(0.15596)
X (35)(0) 52222-50, Combating TrafTicking in Persons (Oct 2020) 22 Us C. chapter 78 and EO. 13627).
i) Alemate (Mar 2015) of$2.222-50 (22 US C. chapter 8 and EO. 13627).

(36) 52222-54, Employment Eligibility Verification (Oct 2015). (Excutiv Onder 12989). (Not
applicable 0 the acquisition ofcommercially availableofF-the-shel ms or cern the pes ofcommercial tems
as prescribed in 22.1503.)

(37) ()$2.223.9, Estimate of PercentageofRecovered Material Content for EPA-Designted lems (May2008) (42 USC. 6962(X3XAYi). (Not applicable tothe acquisition ofcommercially available off-the-shelf
items)

i) Alemat (May 2008)of52223.9 (42 U'S.C. 6962()2)C). (Not applicable 10 the cquision
ofcommerdialy available off-the-shelf ems)

(39) 52.223-11, Ozane-DepletingSubstancesandHigh Global Warming Potential Hydrofluorocarbons
(un 2016) £0. 13693).

(39) $2223.12, Maintenance, Service, Repair, or DisposalofRefgeration Equipment and Air
Conditioners Jun 2016)(EO. 13693).

(40) () 5222313, Acquisition of EPEAT Registered Imaging Equipment (Jun 2014) (EO. 13423 and
13514).

(i Allemate 10st 2015) of2.22313
1) () 52223-14, Acquisition of EPEATS-Regiscred Televsions (Jun 2014) (£05 13423 and 13514).
iAlemate|Jun2014)of $2223.14.

(42) $2223.15, Energy EfcencyinEnergy Consuming Products (May 2020) (42 US C. 82596).
(43) (9 $2223.16, Acquisition of EPEAT Registered Personal Computer Products (Oct 2015) (E's

13423304 13514).
iAllemate (Jun 2014) of2223-16.

X (4) $2223.15, Encouraging Contactor Policies to Ban Text Messaging While Driving (Jun 2020) (EO.
13513).

(49 $2223.20, Across (Jum 2016) E.0. 13693.
(46) $2223.21, Foams (Jun2016) (EO. 13693.
47)522243 Privacy Training (an 2017)5US.C. 552).
iAlemate lan 2017) of 2224.3

(49522251, Buy American Supplies (an2021) (41 U.S.C. chapter 83).
(49) () 52.225:3, Buy American-Fre TradeAgreements Isai Trade Act (Jan 202141 UC chaps,

19.USC. 3300 note, 19US.C. 2112 note, 19 U.S.C. 3805 noe, 19 US.C. 4001 ote, Pub. L. 103-182, 108.7,
108.75, 108.286, 108-302, 109-53, 109-169, 109-28, 110-138, 1241, 112-42, and 11243
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Gi) Alemate (fan 2021) of $2.225-3,

Gi) Altemate If Jan 2021) of $2.225-3.

(i) AliemateIl (Jan 2021)of $2225-3,
(50) 522255, Trade Agreements (Oct 2019) (19 U.S.C. 2501,etseg.19 U.S.C. 3301 note).

X(51) $2225.13, Restrictions on Certain Foreign Purchases (Jun 2008) (E.O.s, proclamations, and statutes
‘administered by the Office of Foreign Assets Control ofthe Department ofthe Treasury).

__ (52) 5225.26, Contactors Performing Private Security Functions Outside the United States (Oct 2016)
(Section 862, as amended,ofthe National Defense Authorization Act for Fiscal Year 2008; 10 Us.C. 2302Note).

__ (53) 522264, NoticeofDisaster or Emergency Area Set-Aside (No2007) (42 US.C. 5150).

__ (54) 5226-5, Restrictions on Subcontracting OutsideDisasteror Emergency Area (Nov2007)
(@2USC. 5150).

(55) 2220-12,TaxonCertain Foreign Procurements (Jun 2020),
(56) $2232.29, Terms for FinancingofPurchasesof Commercial lems (Feb 2002) (41 U.S.C. 4505,

10UST 23070).

(57) $2232:30, Installment Paymentsfor Commercial lis (Jan 2017) (31 U.S.C. 4505,
10UST 23070).

X (58) $2232.33, Payment by Electronic Funds Transfer-System for Award Management (02018)
(1USC. 3332).

(59) 52232-34, Payment by Electronic Funds Transfer-Other than System for Award Management (Jul
2013) GT USC. 3332).

(60) $2232-36, Payment by Third Party (May 2014) (31 U.S.C. 3332)
(61) 2230-1, Privacy or Security Safeguards (Aug 1996) (5 US.C. 552).
(62) 5222-5, Payments to Small Business Subcontractors Jan 2017) (15 U.S.C. 6370X 13).

(63) () 2247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (Feb 2006)
(46 USC. Appx. 1241(b) and 10 US.C. 2631).

Gi) Altemate I (Apr 2003)of52.247-64.
Gi) Altemate 11 (Feb 2006)of$2.247-64.

(©) The Contractor shal comply with the FAR clauses in this paragraph (), applicable to commercial services,
hat the Contracting Officer has indicatedasbeing incorporated i this contract by referencetoimplement
provisionsof law or Executive orders applicable to acquisitionsofcommercial tems:

(ContractingOfficer check as appropriate.)
__(1)52:222.41,Service ContractLabor Standards(Aug 2018)(41 U.S.C. chapter).
__(2)52.222.42, Satement of Equivalent Rates for Federal Hires (May 2014) (29 U.S.C. 206 and

41 UST chapter 67),

(3152.22.43, Fair Labor Standards Act and Service Contract Labor Standards-Price Adjustment
(Muliple Year and Option Contracts) (Aug 2018) (29 U.S.C. 206 and 41 U.S.C. chapter 67).
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_(4)52.222.44, Fair Labor Standards Act and Service Contract Labor Standards.Price Adjustment (May
2014) (29US.C.206and 41 U.S.C. chapter 67).

__(5)52.222.51, Exempion from Applicationofthe Service Contract Labor Standards 0 Contracts for
Maintenance, Calibration, or RepairofCertain Equipment-Requirements (May 2014) (41 U.S.C. chapter 67)

_(6)52222-53, Exemption from Applicationofthe Service Contract Labor Standards fo Contracts for
Certain Services-Requirements (May 2014) (41 U.S.C. chapter 67)

__(752.222:55, Minimum Wages Under Executive Order 13658 (Nov 2020).

(8) 52.222.62, Paid Sick Leave Under Executive Order 13706 (Jan 2017) (E.0. 13706),
__(9)52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (Jun 2020) (42 US.C. 1792).

(&) Comptroller General Examination of Record. The Contractor shall comply with the provisionsofthis
paragraph (4) if this contract was awarded using other than scald bid, i in excessofthe simplified acquisition
threshold, as defined in FAR 2.101, on the dat ofaward ofthis contract, and does not contain the clause a 52.215-
2, Audit and Records-Negotition.

(1) The Comptroller General ofthe United Stats, oran authorized representativeofthe Comptroller General,
shall have access 10 and right 0 examine anyof the Contractor’ directly pertinent records involving transactions
related to this contract,

2) The Contractor shall make available at is offices atal reasonable times the records, material, and other
evidence forexamination, audi, or reproduction, until 3 years afer final payment under this contract or fo any
shorter period specified in FAR subpart 4.7, Contractor Records Retention,of the other clausesof tis contract. If
this contact is completely or partially terminated,th records relating to the work tenminated shal be made
availablefor 3 years afte any resulting final termination setlement. Records relating to appeals under the disputes
clause ort ligationorthe settlement ofclaims arising underorrelating to this contract shallbemade available
until such appeals, tigation, or claims are finally resolved.

(3) As usedi this clause, records include books, documents, accounting procedures and practices, and other
data, regardless oftype and regardlessofform. This does not require the Contractor o create or maintain any record
{hat the Contractor does not maintain in the ordinary courseofbusinesso pursuant 1a provision ofa:

©
(1) Notwithstanding the requirements ofthe clauses in paragraphs a) (b), (c), and (4)ofthis clause, the Contractor
is not required 10 flow down any FAR clause, other than thos in this paragraph (e)(1)i asubcontract for
commercial items. Unless otherwise indicated below. the extentofthe flows down shall be as required by the clause-

52.2013,ContractorCodeofBusiness Ethics and Conduct (Jun 2020) (41 U.S.C. 3509).
(ii) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or Statements (Jan

2017) (section 743ofDivision, Tile VII, ofthe Consolidated and Further Continuing Appropriations Act, 2015
(Pub. L. 113-235) and its successor provision in subsequent appropriations acts (andasextended i continuing.
resolutions).

Gil) 52.204-23, Prohibition on Contracting for Hardware, Software, and Services Developed or Provided
by KasperskyLabandOther Covered Entities (ul 2018) (Section 1634 of Pub. L. 115-91),

(iv) 2204-25, Prohibition on Contracting for Certain Telecommunictions and Video Surveillance
Services or Equipment. (Aug 2020) (Section §89(a) 1)A)of Pub. L. 115-232).

(4) $2219-8, Uslzaton of Small Business Concerns (Oct2018) (15 U.S.C. 637(0)2) and (3), inall
subcontracts that offer further subcontracting opportunities. Ithe subcontract (except subcontractstosmall business
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Concerns) exceeds he applicable threshold specific in FAR 19.702) othedat ofsubconirat award, the
Sbcontrctor must include 52219: n lower ier subcontracts hat of er subcontracting opportuni.

(00) $2222.21, Proibiion ofSegregated Facilfis (pr 2015),
(vii) 52.222-26, Equal Opportunity (Sep 2015) (E.0.11246).

(si) 52.222:35, Equal Opportunity for Veterans hn 2020) G8 USC. £212),
(i) 52.222:3, Equal Opportunity forWorkers with Disabilfis hn 2020) 29 USC. 799),
(6)52.222:37, Employment Reportson Veterans Jun 2020) (8 USC. 4212).

(xi) $2222.40, Notion ofEmploscs Rights Under the National Labor Relations Act (Dec 2010)
(50. 13496). Flow down rcuird n accordance with paragraph () of AR clause $2222.40

(i) 52.2221, Service Contact Labor Standards (Aug 2018) (41 US.C. chapter 67).
wi

(4) 5222250, Combating Tricking in Persons (Oct 2020) 22 USC: chapter 75 and E:0 13627).
(B)Amat | (Mar2015) of 2.22250 (22 US.C. chapter 78 and EO. 1362).

(xiv) $2222:51, Excpion from Application ofthe Servi Contact Labor StandardsoConracts or
Maintenance, Calibration, or Repairof CertainEquipment Requirements (May2014) (31 Us. C. chapier 67).

(x) 2222.5, Exception rom Application ofthe Service Contract Libor Standards to Coniracs for
CerinServices Requirements (May 2014) (31 U.S.C chapter 67).

(xvi) 52.222-54, Employment Eligibility Verification (Oct 2015) (E.O. 12989).

(xi) $2.22:55, Minimum Wages Under Exccutive One 13655 (Nov 2020)
(oi 52.2222, Pid Sick Leave Under Exceutive Order 13706 Jn 2017) (EO. 13706).
Gi)

(8) 52.2243, Privacy Training (Jan 2017) (5 USC. 552)
(B) Allmate | Gan 2017)of22243.

(60) $2225.26, Contactos Performing Private Sccuiy Functions Outside he Uritd Sates (Oct 2016)
(Section $62, a amended. of he National Defense Authorization Act for Fiscal Year 2008: 10 U'.C. 2302 Note)

(ox) $226.6, Promoting cesFo Donation to Nonprofit Organizations (un 2020)
(82 USC. 1792). Flow down required in accodance with paragraph () ofFAR clause $2326.

(oni 52.247-64, Preference or Privately Ovwned U.S Flag Commercial Vessels (Feb 2006)
(86 USC. App. 12815) and 10U'S.C. 2631). Fow down required inaccordance with paragraph 4) ofFAR
aus 2247.64

2) While not reauired. the Coiractor may nce in ts subconracts for commercial ems minimal
‘numberofadditional clauses necessary to satisfy its contractual obligations.

(Endof cause)

D-22 FAR 5222714 Rights in Data-General (May 2014)
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As prescribed in 27.409(bX(1), insert the following clause with any appropriate alternates:

Rights in Data-General (May 2014)

(@) Definitions. As used inthisclause-

Computerdatabase or “database means” a collection ofrecorded information in a form capable of, and for the
purpose of, being stored in, processed, and operated onby acomputer. The termdoesnot include computer
software.

Compute software

(1) Means
i) Computer programs tha comprise seriesof instructions, rules, routines,o statements, regardless ofthe media

in which recorded, thatallowor cause a computer to performaspecific operation or seriesofoperations; and

(ii) Recorded information comprising source code listings, design detail, algorithms, processes, flow
charts, formulas, and elated material that would enable the computer program to be produced, created, or compiled.

2) Docs not includecomputerdatabases or computer software documentation.

‘Computer software documentation means owner's manuals, user's manuals, instalation instructions,
operating instructions, and other similar items, regardlessof storage medium, that explain the capabilitiesofthe
computer software or provide instructions for using the software.

Data means recorded information, regardlessofform or the media on which it may be recorded. The term
includes technica data and compute software. The term does not include information incidental contract
administration, suchas financial, administrative, coso pricing,ormanagement information.

Form, fit and function data means data relating t items, components, of processes that are sufficient fo
enable physical and functional interchangeably, and data identifying source, ize, configuration, mating and
atachment characteristic, functional characteristics, and performance requirements.For compute software i
means data identifying source, functional characteristics, and performance requirements but specifically excludes
the source code, algorithms, processes, formulas, and flow charts ofthe software.

Limited rights means the rightsofthe Goverment in limited rights data as st forth inthe Limited Rights
Noticeofparagraph (£)(3) iincluded inthis clause.

Limited rights data means data, other than computer software, that embody trade secrets or are commercial or
financial and confidentialorprivileged, to the extent that such data pertain to items, components, of processes.
developed at private expense, including minor modification.

Restricted computer software means computer software developed at private expense and that is trade.
secre, i commercial or financial and confidential or privileged, or is copyrighted computer softwar, including
minor modifications ofthe computer software.

Restrictedrights,as usedi tis clause, means the rightsofthe Government in restricted computer software,
asset forth ina Restricted Rights Noticeofparagraph (2) if included i this clause,ora otherwisemaybe provided
ina collateral agreement incorporated in and made partof tis contract, including minor modifications ofsuch
computer software,

“Technical data means recorded information (regardlessofthe form or methodofthe recording) ofa scientific
or technical nature including computer databases and computer software documentation). This term does not
include computer software or financial, adminisrative, cost or pricing, or management dataor ther information
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incidental to contact administration. The tem includes recorded information of scindfe o echnical nature that
is included in compute databases (See41 USC. 116).

Unlimited rights means the rights ofthe Government 0 use, disclose, reproduce, prepare derivative works
distribute copie tothe public, and perform publicly and display publicly, in any manner and for any purpose, and 0
have or permit others to do so.

(5) Allocation fights
1) Exceptas provided in paragraph ()ofhis clause, he Government shall have unlimited rights in-

0) Data first produced in the performanceofhis contract;

i) Form, it, and function data delivered under this contac;
(Gi) Daa delivered under this contract (exceptforestricted computer software) hat coniute manuals or

instructional and riing material fo installation, operation, or routine maintenance and epar of ems,
components, or processes delivered or fumished forus under this contract and

9) Allotherdata delivered under this contract unless provided otherwise for limited rights data or
restricted computer oftware in accordance with paragraph (2)of tis clause.

2) The Contractor shall hae the ight o-
(i) Assert copyrsht in data first produced n the performanceofthis contrat 1 he extent provided in

paragraph (eX1) ofhis clauses
i) Use, ease to others reproduce, distribute, or publish any daa irs produced or specifically used by

he Contractor inthe performance ofhis contac, unless provided otherwise in paragraph (d) of this clause;
(5) Substaniae the use of, add, or correct mite rights, esi right, o copyright notices and 0

take other appropriate atin, in accordance with paragraphs (6 and (ofthis claus; and
iv) Protec from unauthorized disclosure and us those data that re nied its daa or restricted

computer software the extent provided in paragraph (2) fthis clause.

(© Copyight-
(1) Data first produced i the performanceof his contact
i) Unless provided olerwise in paragraph 4)ofthis clause, the Contractor may, without prior approvalof he
Contracting Officer, asert copyright i siti and echnical rice basd on orcontaining data et produced in
he performanceof his contract and published in academic, echnical or profesional ourmal, symposia
proceedings, or similar works. Th prior, express witen permission ofthe Contracting Officer i required 0 asset
Copyright in al other ats is produced nthe performance of his conc.

(i) When authorized assert copyright othe data the Contractor shall ff he applicable copyright
notices of 17 US.C. 401 or 402, and an acknowledgmentof Goverment sponsorship (including contact number).

i) For dat other than compute software the Contractor rans 0 the Government, and others acing on
its behalf paid-up. nonexclusive, imrevosabl, worldwide license in such copyrighted data to reproduce, prepare
derivative works, dissbut copes the public, and perform publicly and display publicly by or on behalfof the
Government. Focomput software, the Contractor rant1 the Government, and othersacing on ts behalf, a
pup, nonexclusive, ievocable, worldwide licens in such copyrighted compute software to reproduce, prepare
derivative works, and perform pubic and display publicly (but not to disebut copes the public)by oron
behalfofthe Govemment.
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(2) Data not first producedi the performance ofths contract. The Contractor shall no, without the prior
written permission ofthe Contracting Officer, incorporate in data delivered under his contract any data ot fist
produced in the performance ofthis contract unss the Contractor

) Identifies the data; and

(i) Grants tothe Government,or acquires on its behalf, a license ofthe same scope as st forth in
paragraph (eX1) ofths clause or, i such data re restricted compute software, the Government shall acquire a
copyright licenseasset forth in paragraph (£4) ofths clause (i included in this contrac)ora otherwise provided
inacollateral agreement incorporated in or made part ofthis contract

(3) Removalof copyright notices. TheGovernment will not remove any authorized copyright notices placed
on data pursuant0this paragraph (¢), and will include such notices on al reproductions ofthe dat.

(8) Release, publication, and useof data. The Contractor shall ave the right to use, release 1others, reproduce,
distribute, or publish any data ist produced or specifically used by the Contractor in the performanceofthis
contract, except-

(1) As prohibited by Federal law or regulation (¢g.. export contol or national security lawso regulations);

(2)Asexpresly set forth inthis contrat;or

(3) Ifthe Contractor receives or is given accesstodata necessary for th performance of this contract that
contain restrictive markings, the Contractorshalltreat the data in accordance with such markings unless specifically
authorized otherwise in wring by the Contracting Office.

(©) Unauthorized markingofdata
(1) Notwithstanding any other provisions ofthis contract concerning inspection or acceptance, if anydaadelivered
under this contract are marked with th notices specified in paragraph (8X3)o (g) (4)if included in this clause, and
se ofthe notices is not authorized by this clause,o ifthe data bears any otherrestrictiveor limiting markings not
authorized by this contract, the Contracting Officer may at any time either return the data to the Contractor, or
cancel or ignore the markings. However, pursuant 041 U.S.C. 4703, the following proceduresshall apply prio to
canceling or ignoring the markings.

(i) The ContractingOfficerwill make writen inquiry to the Contractor affording the Contractor60days
from receiptofth inquiry to provide writen justification to substantiate the propriety ofthe markings:

(i) Ifthe Contractor fils to respond or fils to provide writin justification to substantiate the propricty of
the markings within the60-dayperiod (or longer time approved in writingby the Contracting Officer forgood
cause shown), the Government shall have th right to cancelo ignore the markings at any time afer said period and
the data will no longer be made subject 10 any disclosure prohibitions.

(ii) 1the Contractor provides writen justification to substantiate the proprietyofthe markings within the
period set in paragraph (e)(1)) ofthi clause, th Contracting Officer will consider such writen justification and
determine whether or no the markings are o be cancelled or ignored. Ifthe Contracting Officer determines tht the
markings ar authorized, the Contractor wil be so notified in writing. If the Contracting Officer determines, with
concurrence ofthe head ofthe contracting activity, thatthe markings are not authorized, the Contracting Officer will
fumish the Contractora written determination. which determination will become th final agency decision regarding.
the appropriateness ofthe markings unless the Contractor files suit ina court ofcompetent jurisdiction within 90
daysofreceipt ofthe Contracting Officer's decision. The Goverment wil continue to abide by the markings under
his paragraph (eX 1) until final resolution ofthe matercitherby the Contracting Officer's determination
becoming fina (in which instance the Government will thereafter have the right to cance or ignore the markings at
any time and the data wil no longer be made subject 0 any disclosure prohibition), or by final dispositionofthe
matte by cout decisionif suit is filed.
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(2) The time limits in the procedures set forth in paragraph (e)(1) ofthis clause may be modified in
accordance with agency regulations implementing the Freedom of Information Act (5 U.S.C. 552)if necessary to
respond 10a request hereunder.

(3) Except 10 the extenttheGovernment's action occurs as the result offinal dispositionofthe matterby a
courtofcompetent jurisdiction, the Contractor is not precluded by paragraph (¢ofth clause from bringing aclaim,
in accordance with the Disputes clauseofthis contract, thatmayarise as the resultof the Government removing or
ignoring authorized markings on daa delivered under his contract,

( Omittedorincorrect markings.
(1) Data delivered to the Government without any restrictive markings shallbedeemed to have been fumished with
unlimited rights. The Government i not lable for the disclosure, use, or reproductionofsuch data.

(2) Ifthe unmarked data has not been disclosed without restriction outside the Government, the Contractor
ay rut, with sont or 8 banger Sune approved boy th Contracting OFoer fn wring, For gon cause
shown) afte deliveryofthe dat, permissionto haveauthorized notices placed on the data at the Contractor's
expense. The Contracting Officer may agree 0 do soifthe Contractor

) dentifes the daa to which the omitted notice istobe applied;

i) Demonstrates tha the omissionof the notice was inadvertent;

Gil) Establishes that the proposed noice is suthorized; and

(iv) Acknowledges that the Government hasno liabilityfo th disclosure,use,oreproductionofany
data made prior to the additionof the notice or resulting from the omissionofthe noice.

(3) 16data has been marked with an incorrect notice, the Contracting Officer may-

(i) Permit corectionofth notice at the Contractor's expense ifthe Contractor identifies the data and
demonstrate tht th correct notice is authorized; or

i) Comectany incorrect notices.

(2) Protection of limited rights data and restricted computer software.
(1) The Contractor may withhold from delivery qualifying limitedrightsdata or restricted computer software that
arenot data identified in paragraphs (bX1), (0), and Gi) ofthis clause. Asacondition o his withholding, the
Contractor shall

) denify the databeingwithheld;and

Gi) Fumish form,fit, and function data instead.

(2) Limited rights data that ae formated as a computer database for delivery o the Government shall be
{resteda limited rights data and not restricted computer software.

3) [Reserved]

(4) Subcontracting. The Contractorshall btain from is subcontractors ll data and rights ther necessary to
fulfill theContractor'sobligations to the Government under this contract. asubconiractor refuses to accept tems
affording the Government those rights, the Contractor shall promply notify the Contracting Officerofthe refusal
and shall not proceed with the subcontract award without authorization in writing from the Contracting Officer

(i) Relationship to patentsoother rights. Nothing contained in this clause shall implya license 0 the
Government under any patentorbe construed ss affecting the scopeofany license or other right otherwise granted
0 the Government.
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(Endof clause)

D-23 FAR 52.227-14 Rights inData-General, Alternate If (Dec 2007)
(2)3) Notwithstanding paragraph (21)ofthis clause, the contract may identify and specify the deliveryoflimited
ights data, or the Contracting Officer may require by writen request the delivery of limited rights data that as been
‘withheld oF would otherwise be entitled to be withheld. IFdeliveryoftht data is required, the Coniractor shall afi.
the following "Limited Rights Notice” o the data and the Govemment will reat the daa, subject to the provisions of
paragraphs (¢) and (1) ofthis clause, in accordancewith the noice:

Limited Rights Notice (Dee 2007)

(2) These data (Licensed Data) are submitted by SafeGraph In. the Contractor) with limited righs under
Government PurchaseOrder (PO) No. SD30121P1079. The Contractor warranties tht it has used is best efforts to
produce and provide comeet, complete, and current Licensed Data tht complies with the requirementsofPO No.
7SD30121P107 for the purposes outlined therein. These data may be reproduced and used by the Centers for
Disease Control and Prevention (CDC) and incorporated info CDC work product, including publicly available work
product subject 0 the following additional tes and conditions:

1. CDC is granted a non-exclusive limited license to the data provided by the contractor that is submitted
along with tis Limited Rights Notice which is evoked upon the expiration and/or terminationofPO No.
25D30121P1079,

2. CDC may not sublicense, ent, lease,sel, distribute, disclose, share, lend or host the Licensed Data to,
ith, or for third parties without prior express written approval rom the Contractor

3. CDC shallnotacquire any proprictary rightsinorto the Licensed Data.
4. CDC shallnotuse the Licensed Data ocreateacompetitive product.
5. CDC may use LicensedData solely for intemal business purposes.
6. “The Licensed Data maybe usedsolelyby and for the CDCfor Covid-19and other similar disease-related

research and insights. For avoidance ofdoubt, no other entity outside ofthe CDC may be permitted 0 use
the LicensedData under this Agreement. However, CDC work product informedbyorcreated using.
Licensed Data may be shared with other Federal, tte, local and tribal partners o support CDC's Covid-19.
emergency response.

7. Upon expiration or termination ofthis Agreement, th License rights granted pursuant to PO No.
75D30121P1079 shall immediately terminate, and CDC agrees to promptly discontinue all useofthe
Licensed Data. CDC i not permitted to disclose or use the Licensed Data afer the expiration or
terminationofthis Agreement. CDC may only retain the Licensed Data0the extentrequiredby
applicable Federal records management ws and regulations

8. CDC and the Contractor shall prompily noify the other party, in writing, egarding any claim or dispute:
from a third pary relating tothe Licensed Data pursuant to PO No. 75D30121P1079,

(6) This notice shall be marked on any reproduction ofthese data, in whole o in part

(Endofnotice)

D-2.4 HHSAR352.239-74 Electronic and Information Technology Accessibility (Dec 2015)
(8) Pursuant to Section S08 ofthe Rehabiliation Act of1973 (29 U.S.C. 794d), as amended by the Workforce
Investment Act of 1995, all electronicand information technology (EIT) supplies and services developed, acquired,
or maintained under this contracto order mustcomplywith the “Architectural and Transportation Barriers
ComplianceBoard Electronic and Information Technology (EIT) Accessibilty Standards” stforthby the
Architectural and Transportation Barriers Compliance Board also refered to asthe “Access Board”) in 36 CFR part
1194. Information about Section 508 is available at hp:/www. hs gov/webiSOS. The complete textofSection S08
Final Provisions can be accessed at hip:/wvwv.access-board gov/guidelines-und-standards/communications-and-
iWabout-he-scetion-SO8.standrds.
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(6)The Section 508 accessibility standards applicable o this contract or order are identified inthe Statement of
Work or Specification or Performance Work Statement. The contractor must provide any necessary updatesto the
submitted HHS Product Assessment Template() attheendofeach contractor order exceeding the simplified
acquisition threshold (see FAR 2.101) when the contractor order duration is one yearor less. I it is determinedby
the Government that ET supplis and services provided by the Contractor do not conform to the described
accessibility standards inthe contract, remediationofthe suppliesorsrvices (0 the levelofconformance specified
in the contract wil be the responsibiltyof the Contractor at its own expense.
(€) The Section S08 accessibility standards spplicable to ths contract ae: 1194,

205 WCAG 2.0 Level A & AA Success Criteria
302 Functional Performance Criteria
502 Inoperabilty with Assistive Technology
503 Applications
504 Authoring Tools
602 Support Documentation
603 Support Services

(8) Inthe event ofamaification(s) to this contractor order, which adds new EIT supplies or services or revises the
type of, or specifications for, supplies orservices, the ContractingOfficermay require tha the conractor submit a
‘completed HHS Section S08 Product Assessment Template nd anyotheraddition! information necessary to assist
the Government in determining that the EIT supplies or services conform to Section S08 accessibility standards,
Instructions for documenting accessibility via the HHS Section S08 Product Assessment Template may be found
under Section S08 policy on the HHS Web st: (tp:/ww hs. gov/web/S08). Ifit is determined by the
Government tha EIT supplies and servicesprovidedby the Contractor do not conformtothedescribed accessibility
standards in the contract, remediationof the supplis or serviceto the level ofconformance specified i the contract
willbe the responsibilityof the Contractor at its own expense.
(€) this is an Indefinite Delivery contrat, a Blanket Purchase Agreement or a Basic Ordering Agreement, the
taskidelivery order requests that include EIT supplies or services will define the specifications and accessibility
standards for the onder. In those cass, the Contractor may be required to provide a completed HHS Section 508
Product Assessment Template and any other additonal information necessary o asist the Government in
determining that the EIT supplies or services conform to Section 508 accessibility standards. Instructions for
documenting accessibility vi the HHS Section S08 Product Assessment Template may be found at
Ips bbsgov ee SOS. iti determined by the Government tha EIT supplies and services provided by the
‘Contractor do not conform to the described accessibility standards in the provided documentation, remediation of
the supplieso services 0 the level ofconformance specifiedi the contract willbethe responsibilty ofthe
Contractorat ts own expense.
(Endof cause)


